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great risks and challenges to the security of information systems. As a model-based network security risk analysis
technology, attack graph is helpful to find the vulnerability between network nodes and the harm of being attacked. It
has been proved to be an effective method to find and prevent network security risks. Attack graph is mainly divided
into state-based attack graph and attribute-based attack graph. Due to the problem of state explosion in state-based
attack graph, most researchers prefer the attribute-based attack graph for network risk assessment. In view of the
existing researches on attribute-based attack graph, they excessively rely on the vulnerability of network nodes and the
essential attributes of atomic attack. However, they ignore that rational attackers usually choose specific attack paths by
maximizing attack benefits. Then, a network risk assessment framework and a quantification method of attack
benefits-rate based on expected benefits-rate attack graph were proposed. The network risk assessment framework took
the open vulnerability resource database, the new vulnerabilities found by the vulnerability mining system and the big
data related to network attack and defense as the basic data source. The network risk assessment framework also took
the open source big data platform as the analysis tool to mine and calculate the elements related to attack cost and attack
benefit. Using the concepts of cost, benefit and benefit-rate in economics, the calculation model of expected benefit-rate
of atomic attack was constructed. By constructing the attribute-based attack graph of the target network, the expected
benefit-rate of atomic attack on the attack path was calculated, and the expected benefit-rate list of all possible attack
paths was generated. Furthermore, taking the expected goal as the starting point, the search was carried out according to
the specific optimization strategy (backtracking method, greedy algorithm, dynamic programming). And the complete
attack path with the maximum benefit-rate was obtained, which provided the basis for network risk assessment. The
simulation results show the effectiveness and rationality of the proposed expected benefit-rate attack graph network risk
assessment method, which can provide support for discovering and preventing network security problems.

Keywords: attack graph, risk assessment, attack path, expected benefits-rate, attack graph of benefits-rate
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Figure 1 Basic principle of risk assessment
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Figure 2 Network security risk assessment framework based on attack graph of expected benefits-rate
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